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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
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DETAILED ACTION 

1 . This Office Action is in response to Applicant's amendment filed on 6/9/2006. 
Claims 20, 21 , 23-31 and 33-36 have been amended. Claims 22 and 32 have been 
canceled. Claim 39 has been added. Claims 20, 21, 23-31 and 33-39 are pending. 



Response to Arguments 

2. In response to Applicant's arguments filed 6/9/2006 stated that the cited prior art 
Holtey fails to teach or suggest "any logic verification operations being applied to all bits 
of said datum transmitted on said data bus. ..the detection of the alteration of any bit of 
datum transmitted on a bus" (remark, page 8). Holtey teaches a microprocessor 
(processing device) interconnected through an internal bus (data bus) to a memory chip 
(storage device) for transmitting address, data and control information (datum) (col. 2, 
lines 55-67); Holtey further teaches security logic circuit (logic verification operations) for 
performing comparison of each bits of a key value against the bit contents of lock bit 
positon of the memory block read out in response to instruction. The amended claimed 
language recites the selected information is to be transmitted on the data bus or the 
processing of the datum on the all bits of said datum which is transmitted on said data 
bus. Since the information taught by Holtey is transmitted between the memory chips 
and the processor, it is reasonably interpreted that the integrity check is performed on 
the data which is channel through the data bus. In light of this interpretation, Examiner 
maintained the rejections for claims 20 and 29. 
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Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 24 and 25 recite the limitation "wherein said logic" in line 1. There is 

insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 20 and 29 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Holtey (U.S. Patent No. 5,442,704). 

In respect to claim 20, Holtey discloses a method for protecting the processing 
of sensitive information in a security module having a monolithic structure, comprising at 
least an information processing device, for storing information capable of being 
processed by said processing device, mans for checking the integrity of information and 
at least a data bus wherein the transmitting of information through said data bus is 
secured by at least the following steps (see Abstract): 

selecting a piece of sensitive information stored in the storage device; 
determining a specific condition for the integrity of a datum transmitted from the storage 
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device to processing device on said data bus; processing said datum and executing a 
logic verification operation on all bits of said datum which is transmitted on said data by 
the processing device or by the means on said data bus by the processing device or the 
means for checking the integrity of information, during processing device or by the 
means for checking the integrity of information, during the processing for verifying that 
the specific condition is satisfied; and disabling the processing device if the specific 
condition is not satisfied (see Fig. 1, col. 3, line 15-col. 4, line 49 and col. 5, line 39-col. 
6, line 35). 

In respect to claim 29, the claim limitation is a system claim that is substantially 
similar to method claim 1 . Therefore, claim 29 are rejected based on the similar 
rationale. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 20, 21, 26-31, 33, 37 and 38 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Geronimi et al. (U.S. Patent No. 5,465,349, hereinafter 
Geronimi) in view of Kommerling et al. ("Design Principles for Tamper-Resistant 
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Smartcard Processors", USENIX Worship on Smartcard Technology, May 10-11, 1999, 
hereinafter Kommerling). 

In respect to claims 20, 21, 26, 27, 30, 31, 37 and 38, Geronimi discloses a 
method for protecting the processing of sensitive information in a security module 
having a monolithic structure, comprising at least an information processing device, for 
storing information capable of being processed by said processing device, mans for 
checking the integrity of information and at least a data bus wherein the transmitting of 
information through said data bus is secured by at least the following steps: 

Geronimi discloses performing testing to check the environment conditions and 
the conditions of operation of the circuit in order to prevent fraudulent operations (see 
col. 2, lines 18-52 and col. 3, lines 18-40); During the processing for verifying that the 
specific condition is satisfied; and disabling the processing device if the specific 
condition is not satisfied (see col. 2, lines 18-52 and col. 3, lines 18-40). 

Geronimi does not disclose the detail of how the testing is check. However, 
Kommerling discloses environment attack on smartcard may alter critical machine 
instruction with arbitrary one (see Kommerling, 2.2.1). Therefore, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made to include 
the teaching of Geronimi's testing of environmental conditions and the condition of 
operation of the circuit to prevent fraudulent operations to encompass comparing 
verifying the critical instruction accessing by the processor to ensure that these critical 
instruction has not be altered during the accessing from the memory to the processor. 



Application/Control Number: 09/763,868 Page 6 

Art Unit: 2134 

In respect to claim 29, the claimed invention is similar to claim 20. Therefore, 
claim 29 is rejected based on the similar rationale. 

In respect to claims 28 and 33, Geronimi and Kommerling further disclose 
reading by the processing device said nonvolatile location of the storage device upon 
power up of said module before disabling the processing device if a value read at this 
location does not match (see Geronimi, col. 1, lines 50-63). 



6. Claims 23-25, 34-36 and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Geronimi et al. (U.S. Patent No. 5,465,349, hereinafter Geronimi) in 
view of Kommerling et al. ("Design Principles for Tamper-Resistant Smartcard 
Processors", USEN IX Worship on Smartcard Technology, May 10-11, 1999, hereinafter 
Kommerling) and further in view of Coyle et al. (U.S. Patent No. 6,502,212, hereinafter 
Coyle). 

In respect to claims 23, 34 and 39, Geronimi and Kommerling do not explicitly 
disclose but Coyle wherein said means for checking the integrity of said information 
comprises a logic comparator and a first and second logic operator disposed each at 
different termination of the data bus, said logic operators producing at least respectively 
a first and a second result compared together by said logic comparator for verifying said 
specific condition for the integrity when there is an equality between said first said 
second results (see Coyle, Fig. 1, col. 6, line 45-col. 7, line 27). It would have been 
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obvious to one of ordinary skill in the art at the time the invention was made to 
implement the logic comparator taught by Coyle for testing bus error. 

In respect to claims 24-25 and 35-36, Geronimi, Kommerling and Coyle further 
disclose a logic selection input of both comparators is set to calculation data whose 
value varies as a function of time/randomly (see Kommerling, page 8, 3.1). 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tongoc Tran whose telephone number is (571 ) 272- 
3843. The examiner can normally be reached on 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jacques Louis-Jacques can be reached on (571) 272-3962. The fax phone 
number for the organization where this application or proceeding is assigned is 571 - 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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